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Abstract

We present a framework for black-box adversarial attacks
on traffic signs using dynamic, temporally coherent shad-
ows. Unlike prior work that focuses on single-image attacks
or relies on conspicuous physical artifacts, our method op-
erates over entire image sequences, mimicking realistic sce-
narios where a traffic sign is observed from varying dis-
tances. We design a non-differentiable shadow generator
that casts a single fixed-shape, fixed-opacity shadow whose
spatial scale evolves over time to simulate natural environ-
mental shading. A genetic algorithm is used to optimize
shadow geometry and opacity, guided by a dual loss that
Jjointly maximizes classification error and visual attention
disruption. Attention perturbation is measured using DINO
ViT attention maps between clean and shadowed frames.
Evaluated on the GTSRB dataset, our method achieves a
sequence-level attack success rate (SL-ASR) — defined as
the percentage of sequences where at least T out of T frames
are misclassified — ranging from 52.3% to 87.5%, depend-
ing on the threshold and shadow type. Furthermore, in-
corporating attention supervision yields consistent SL-ASR
gains of 11-18% over purely classification-based attacks. '

1. Introduction

In recent years, deep neural networks (DNNs) have
achieved remarkable success across a range of computer vi-
sion applications — from image classification and object
detection to scene segmentation [26, 28, 36, 44]. Despite
these advances, studies have found that DNN-based models
are surprisingly susceptible to adversarial examples, even
when the added perturbations appear negligible in magni-
tude [10, 42]. Such vulnerabilities pose a significant con-
cern in safety-critical scenarios, particularly in autonomous
vehicles (AVs) which depend on automated driving systems
(ADS), comprising perception, planning, and control mod-

“The first two authors contributed equally.
IThe implementation code of this work is available at https: //
github.com/pedram-mohajer/ShadowSed.
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Figure 1. A sequence of adversarial images illustrating our core
idea: a single shadow pattern (same shape and opacity) is progres-
sively scaled and applied across time to a traffic sign sequence.
Although the original class is 36 (go straight), the shadow causes
the classifier to consistently predict class 40 (turn right), revealing
the power of subtle, temporally evolving occlusions in sequential
settings.

ules [31, 37]. Within the perception module, DNN models,
which are responsible for tasks such as image classification
and object detection [8, 33, 35], provide crucial information
for navigation and maneuvering. Ensuring the trustworthi-
ness of these DNNSs is therefore essential, since even minor
errors in recognition can propagate through the pipeline and
undermine overall safety [19].

Physical-world adversarial attacks have garnered grow-
ing attention, particularly due to their potential for realis-
tic yet disruptive modifications. Traditional attempts often
rely on conspicuous stickers or camouflage patterns [5, 11],
which — despite their effectiveness — are overt and less
feasible for stealthy manipulation. To overcome these draw-
backs, recent studies have investigated light-based perturba-
tions as a more subtle means of deceiving vision models.

For instance, Zhong et al. [43] demonstrated that even
naturally occurring shadows can severely mislead traffic
sign classification, achieving high attack success rates in
simulations and real-world tests. Wang et al. [40] further
explored this concept through the Reflected Light Adversar-
ial Attack (RFLA), using mirrors and colored filters to pro-
duce adversarial perturbations under direct sunlight. Simi-



larly, Li e al. [23] introduced AdvSL, which leverages spot-
lights to enable both stealthy and adaptable physical-world
attacks, while Hsiao et al. [18] underscored the danger of
natural light interference, revealing how subtle illumination
changes can undermine traffic sign recognition models.

Building upon these insights, we propose an adversarial
framework that introduces shadow perturbations to disrupt
both the classification accuracy and spatial attention of deep
models on traffic sign recognition tasks. Unlike prior work
that focuses on static single-image attacks, our method tar-
gets entire image sequences, simulating how a vehicle per-
ceives a sign at varying distances and perspectives. We de-
sign a parametric shadow generator that overlays polygo-
nal or triangular shadows across each frame, dynamically
scaled over time to mimic consistent environmental shad-
ing. Figure 1 illustrates how applying the same shadow
pattern across an image sequence consistently induces mis-
classification. These shadows are visually plausible, local-
ized within the region of interest, and temporally coherent,
making them ideal candidates for stealthy physical-world
attacks.

A key novelty of our framework lies in its integration
of DINO-based Vision Transformer (ViT) [6] attention su-
pervision as a second-order optimization objective. Rather
than relying solely on classification misdirection, we explic-
itly seek to disrupt the model’s internal visual reasoning.
DINO’s self-attention maps provide a spatial distribution of
the regions the model deems most important for recognition
— with lighter areas indicating stronger focus. By com-
paring the attention maps of shadowed inputs against class-
specific reference maps derived from clean exemplars, we
encourage the adversarial shadow to significantly alter the
model’s perceptual focus. This enforces a form of inter-
pretable misdirection: the attack not only fools the clas-
sifier but also causes attention to drift away from the true
semantic core of the image. The result is a physically plau-
sible perturbation that compromises both accuracy and in-
terpretability, exposing deeper vulnerabilities in attention-
based vision systems.

To efficiently explore the shadow parameter space, we
employ a Genetic Algorithm (GA) [16] that evolves candi-
date solutions based on a joint loss function. Each individ-
ual in the population encodes a unique shadow configura-
tion (control points and opacity), which is applied across the
image sequence using temporal scaling. The GA iteratively
selects and refines candidates through crossover and muta-
tion, guided by feedback from both the Convolutional Neu-
ral Network (CNN) classifier and the DINO attention ex-
tractor. Our experiments on the German Traffic Sign Recog-
nition Benchmark (GTSRB) dataset [17] demonstrate that
this sequence-level attack strategy reliably causes persistent
misclassification across frames.

This paper makes the following contributions:
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* We propose the first adversarial shadow attack that oper-
ates over full image sequences, simulating real-world sce-
narios where a traffic sign is captured from varying dis-
tances. Our attack applies a single shadow pattern consis-
tently across frames, with moderate spatial adjustments to
reflect natural changes in shadow appearance over time.
This temporal coherence contributes to physical plausibil-
ity while maintaining attack effectiveness across varying
viewpoints.
We introduce a novel multi-objective loss that jointly de-
grades classification accuracy and disrupts visual inter-
pretability. By leveraging DINO’s class-conditioned at-
tention maps, our attack explicitly misaligns the model’s
internal focus, guiding perturbations to be both effective
and explainable.

* We introduce a new evaluation metric — Sequence-Level
Attack Success Rate (SL-ASR) — which defines an at-
tack as successful only if it causes misclassification in at
least 7 out of T frames. This metric captures the per-
sistence and temporal robustness of adversarial effects in
sequential settings like autonomous driving. Using SL-
ASR, we demonstrate that our attention-guided attack sig-
nificantly improves both effectiveness and stealthiness,
supported by quantitative and qualitative results on the
GTSRB dataset.

2. Related Work

DNNs are widely used in AVs for tasks such as traffic sign
recognition and scene understanding [27, 32]. This makes
their vulnerability to physical adversarial attacks a critical
safety concern [9, 22]. One prominent line of research fo-
cuses on real-world attacks that physically alter the visual
scene to mislead perception models. Eykholt et al. [11]
showed that printed adversarial patches and stickers can
fool traffic sign classifiers under varied conditions. How-
ever, these attacks are often static and visually conspicuous,
limiting their stealth and practicality.

To improve realism, later efforts turned to optical phe-
nomena. Light- and shadow-based attacks manipulate per-
ception by projecting patterns or simulating natural occlu-
sions without altering the object itself. For example, Wang
et al.[39] used mirrors and colored filters to generate adver-
sarial reflections, while Zhong et al.[43] showed that physi-
cally plausible triangular shadows could mislead classifiers.
Despite their effectiveness, such methods typically focus
on single-frame inputs, lack temporal consistency, and of-
ten rely on handcrafted patterns or heuristic search, limiting
generalizability to dynamic scenarios.

Research has shown that even when predictions remain
unchanged, adversarial examples can significantly distort
interpretability outputs. Tao et al.[38] found that saliency
maps could become misaligned with meaningful image re-
gions. Gu et al.[14] reported that ViTs under attack may ex-
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Figure 2. Overview of our proposed adversarial shadow attack framework for traffic sign recognition in sequential visual settings. Given a
clean input sequence, the framework uses a ScGA to search for optimal shadow parameters—comprising a single shape and opacity—that
are temporally scaled across frames to simulate the consistent growth of a physical shadow over time. Each candidate is evaluated by
rendering shadows over the sequence, passing the images through a CNN classifier and a DINO-based attention extractor, and computing
a joint classification-attention loss. The GA iteratively evolves the population until an adversarial configuration is found that causes
misclassification in at least 7 out of 7" frames, ensuring both persistence and stealthiness of the perturbation.

perience attention collapse or spread, often focusing on ir-
relevant background regions. While these effects raise con-
cerns about explanation reliability, they are usually byprod-
ucts of misclassification-focused attacks.

Only a few works explicitly target interpretability mech-
anisms. For example, Fong et al.[13] and Rasuly et al.[34]
explored attacks on attention maps and Grad-CAM outputs.
However, such approaches generally assume white-box ac-
cess to gradients and are typically applied to single-image
scenarios, neglecting temporal aspects in sequential vision
tasks.

Most adversarial research focuses on static images, over-
looking the temporal dimension central to video and real-
time systems. Hsiao et al. [18] introduced natural light-
ing variations across video frames to test model robust-
ness under dynamic illumination using zeroth-order opti-
mization. While this work incorporates time-awareness, it
does not address structured, physically plausible perturba-
tions—such as cast shadows—or their effects on attention
mechanisms in sequential tasks.

Many adversarial attacks assume access to model gra-
dients, which is unrealistic in deployed systems. This
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has led to the development of black-box approaches that
rely only on model outputs. Zeroth-Order Optimiza-
tion (ZOO)[7], Natural Evolution Strategies (NES)[20],
and Bandits-TD [21] estimate gradients through repeated
queries, though they often incur high sample costs. Ge-
netic Algorithms (GAs) offer a fully gradient-free alter-
native by evolving perturbations using selection, mutation,
and crossover. Alzantot et al.[3] demonstrated their effec-
tiveness in both NLP and vision, and follow-up works[4, 24]
extended them to more efficient vision attacks. However,
most of these approaches focus on unstructured, pixel-level
perturbations, with limited attention to structured or physi-
cally grounded changes.

Various defense mechanisms have been proposed to
counter adversarial vulnerabilities. One common strategy
is adversarial training, where models are trained on both
clean and adversarial examples to improve robustness, as
demonstrated by Madry et al. [25]. Another approach,
defensive distillation, introduced by Papernot et al. [30],
reduces model sensitivity by smoothing decision bound-
aries. Robust optimization methods, such as those pre-
sented by Wong and Kolter [41], aim to strengthen models



through formal optimization techniques. Additionally, in-
put preprocessing techniques, like those explored by Guo et
al. [15], apply transformations such as denoising to dimin-
ish the impact of adversarial perturbations. More recently,
Aldeen et al. [1, 2] and Fernandez et al. [12] investigated
the use of Large Language Models (LLMs) and Large Mul-
timodal Models (LMMs) to enhance the cybersecurity of
autonomous vehicles, highlighting emerging directions be-
yond traditional defense methods. Complementary sensors
such as LiDAR can augment and provide additional context
for visual anomalies, improving robustness [29].

3. Methodology

This section details the training and adversarial attack
pipeline of our proposed framework, which leverages
shadow-based perturbations to degrade both classification
accuracy and attention reliability in traffic sign recognition
models. Our approach integrates four key components: (1)
the GTSRB dataset structured into temporal sequences, (2)
a CNN for traffic sign classification, (3) a ViT attention ex-
tractor trained with the DINO framework, and (4) a genetic
algorithm for optimizing shadow parameters. An overview
is provided in Figure 2.

3.1. Dataset: GTSRB and Sequence Formulation

The GTSRB dataset consists of 1,306 traffic sign sequences.

Each sequence contains exactly 30 RGB frames and corre-

sponds to a single physical sign instance. As a vehicle ap-

proaches a sign, a sequence captures the same object from

varying distance, reflecting realistic temporal progression in
road scenarios.

We define the i-th sequence as:

Si={}2, wecC (1)

where each frame is annotated with a tight axis-aligned

bounding box that encloses the traffic sign, with all signs

categorized into C' = 43 classes, denoted by C.

Preprocessing. To ensure uniform scale and alignment

for downstream tasks, each frame undergoes the following

transformation:

1. Cropping: The image is cropped using its ground truth
bounding box. This removes background context and
centers the traffic sign within the image.

. Resizing: The cropped patch is resized to 128 x 128
pixels using bilinear interpolation. This enforces a con-
sistent input resolution and scale across all frames.

. Representation: Each processed image is stored as an
RGB array of shape 128 x 128 x 3, used for all shadow
rendering, visualization, and inference tasks.

The transformation function Preprocess(-) is applied to
each frame in the sequence using its corresponding bound-
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ing box, resulting in:
Si = { Preprocess(I}, bbox") }:’217 Il e R128%128x3,

Dataset Partitioning. The dataset is divided into training
and testing sets at the sequence level. Let the complete
dataset consist of IV labeled sequences:

D={(Si vi) }

where each S; contains 30 RGB frames of the same traf-
fic sign, and y; € C denotes its class label. We apply a
fixed random shuffle to all sequences and allocate 85% to
the training set and the remaining 15% to the test set. Each
sequence is kept intact and assigned entirely to one split,
ensuring no frame-level overlap. The training split is used
to train the GTSRB-CNN classifier and fine-tune the DINO
attention model, while the test split is reserved exclusively
for adversarial shadow generation and evaluation.

3.2. Attention Supervision via DINO ViT

To guide and analyze how adversarial shadows affect atten-
tion mechanisms, we use a pretrained ViT from the DINO
framework. This model is fine-tuned on the training split
of the GTSRB dataset. We adopt the vit_small archi-
tecture, which contains A = 6 attention heads in its final
self-attention layer. For each input image I’ € R128%128x3
the model outputs h individual attention maps, which are
averaged to obtain a single spatial attention distribution:

N
=1

A(I/) c R128X128

representing the average self-attention across all heads in
the final transformer layer. These maps reflect how the
model distributes attention spatially over the image. For
supervision and comparison, we compute clean and shad-
owed attention maps for each frame in a sequence. Given a
clean image I and its shadowed counterpart I’, their atten-
tion maps are denoted A(I) and A(I’), respectively. The
clean maps are cached prior to attack for computational effi-
ciency. To quantify how much a shadow-perturbed image I’
diverges from its clean version, we compute a mean squared
error (MSE) between the two attention maps:

b
1282

A high value of L,, indicates that the adversarial
shadow has significantly disrupted the attention pattern of
the original frame. This metric serves as an auxiliary ob-
jective during the attack optimization process to maximize
attention deviation in addition to misclassification.

]‘14(1') - 14(1)H2.

»Cattn(-[/) = 9

2

3.3. Adversarial Shadow Generator

We use a parametric shadow generation module that over-
lays synthetic shadows onto clean traffic sign images. RGB



images are converted to LAB color space, where only the L
(luminance) channel is manipulated to simulate cast shad-
ows—allowing realistic shading without altering color in-
formation. After the photometric transformation, the im-
age is converted back to RGB. This approach enables fine-
grained control over lightness while preserving the natural
visual structure, resulting in effective perturbations that de-
ceive both classification and attention mechanisms.
Shadow Parameterization. A shadow mask is defined by
a tuple:

0= {(xj’yj)jl‘(:la O‘}’

where {(scj,yj)} ", are the control points of the shape
(polygon or trlangle) and « € [0.1, 0.7] is the opacity con-
trolling the shadow’s intensity.

We consider two geometric configurations:

* Polygonal mask (' = 4). To ensure the quadrilateral
covers diverse regions of the image, each vertex (z;, ;)
is sampled from a distinct quadrant. Let W and H denote
the image width and height. We define:

~U(R;),

4,

forj=1,..., 3)

(5,9;)
where each region R; is a rectangular subregion (e.g.,
top-left, top-right, etc.) of the image domain [0, W] X
[0, H]. This enforces spatial spread and coverage from
multiple angles around the traffic sign.
Triangular mask (K = 3). For wedge-like occlusions,
triangle vertices are sampled relative to the image center

(Te,ye) = (W H):

PRE)
(xjvyj) = ((EC +61'3'7 Ye + 6yj)a

oz, 0y; ~ U(rj),
“4)
where U(r;) is a uniform distribution over a bounded off-
set region. The offsets are designed such that one vertex
lies above the center and the others below it, forming a
forward-leaning triangle. This configuration mimics cast
shadows from roadside structures or vehicle parts.

Opacity Sampling. The opacity parameter « is sampled
uniformly:

o ~Ulo.1, 0.7], (5)

ensuring that shadows are perceptible but do not obscure the
traffic sign entirely. During genetic mutation, « is perturbed
with small Gaussian noise and clipped to remain within this
interval.
Shadow Transformation. Once a shadow mask My is
created, the image I € R¥>*W>*3 i5s modified inside the
masked region using photometric transformations:

r a),

= T(Ia MG; (6)

where 7T includes:

3595

(a) Polygon - Stop Sign (b) Polygon - Speed L1m1t 30

(c) Triangle - Stop Sign (d) Triangle - Speed Limit 30

Figure 3. Comparison of adversarial shadow shapes with identical
opacity (0.21). Each pair shows a shadowed input (left) and its
corresponding DINO attention map (right).

. Luminance Attenuation: We darken the image in LAB
space within the shadow region. Let I**B be the LAB
conversion of I, then:

(xvy70) — (1 - O‘) : ILAB(mvyvo)a
Y (z,y) € supp(Mp).

LAB
I shadow

(M

. Post-processing Filters: Then, we apply a sequence of
visual enhancements. First, Gaussian smoothing is ap-
plied around the perimeter of My to avoid harsh mask
boundaries, with kernel size proportional to object scale.
Next, a motion blur kernel simulates directional streaks
in the shadow, mimicking the appearance of cast shad-
ows during movement. Finally, brightness normalization
is applied by scaling the entire LAB image uniformly to
preserve dynamic range.

Temporal Scaling. When shadows are applied to an im-

age sequence S = Ii,..., Ir, the shadow mask is progres-

sively scaled across time steps to simulate a changing dis-
tance from the sign:

St = Smin T ( ) . (Smax - Smin)a

where smin and Spax are scaling coefficients (e.g., 0.6 and
1.0), and s, is applied to the polygon/triangle before over-
laying it on frame ¢.

The final transformed sequence becomes:

T(Ir, My, a)}.

t—1

T-1 ®

Sshadow = {T(fh Mel, a)7 ceey

This approach produces dynamic, spatially varying oc-
clusions that affect a classifier’s prediction and attention re-
sponse over time.

3.4. Genetic Algorithm Optimization

Given a sequence S = {I,...,Ir} with ground truth la-
bel y € C, our objective is to find optimal shadow param-
eters 0* such that the resulting shadowed sequence &’ =



{I{,..., I} causes significant degradation in both classi-
fication accuracy and attention consistency. We formulate
this as a multi-objective optimization problem, where the
total loss for a shadow configuration 6 is defined as:

1 T
Etotal(e) == T Z [Ecli(-[;) - )\‘Caltn(It/)] (9)
t=1

where A € R controls the relative importance of at-
tention shift versus classification misdirection.

Classification Loss. To evaluate the classifier’s prediction

confidence for the true class y on frame I, we use the soft-

A(y):

max probability g,

9 it g =y

10
otherwise (19)

EclS(I tl) =9 .
9,
This loss is minimal when the classifier is confident
about the correct label, and maximal when the classifier as-
signs low probability to the true class, thereby encouraging
misclassification.

Attention Loss. To measure attention perturbation, we
compare the DINO-generated attention map A} of each
shadowed frame I to its clean counterpart A$° from the
same sequence, using mean squared error (MSE) between
the two spatial distributions:

1 2

P2

/
At
maxAj}

clean
At

o clean
maxA$

‘Cattn(lé) = (11)

where P = 128 is the spatial resolution of the attention
map. This loss penalizes perceptual shifts in visual atten-
tion caused by the adversarial shadow. A large L, implies
that the model’s focus has deviated significantly from its
expected, unperturbed distribution — potentially leading to
poor interpretability and degraded decision reliability.

Genetic Algorithm Steps. We minimize Eq. (9) using a
genetic algorithm that evolves shadow parameters over gen-
erations to maximize the joint loss. Each individual 6*) en-
codes a shadow configuration consisting of control points
and an opacity value. Candidate shadows are applied to the
input sequence using temporally scaled masks, and the re-
sulting sequence is evaluated using the total loss.

After evaluation, the fittest individuals are selected to
generate new candidates via crossover and mutation. This
evolutionary process continues for G generations or until
convergence. An attack is deemed successful if at least 7
out of 7" frames are misclassified:

T
Z I [arg max fonn(17) # y] > 7.

t=1

12)
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(a) Shadowed sequence with attention guidance (A = 0.5).

GBI

(b) Shadowed sequence without attention guidance (A = 0).

al

Figure 4. Visual comparison of shadow patterns generated with
and without DINO-based attention supervision. Both sequences
successfully cause misclassification of the same 50 speed limit
sign.

The full genetic optimization process is summarized in
Algorithm 1, which begins by randomly initializing a pop-
ulation of shadow parameter sets, each encoding a unique
combination of shape geometry and opacity. For each can-
didate, shadows are applied across the sequence, and both
the classification confidence and DINO attention maps are
computed. These are compared against clean references to
quantify the impact of the shadow via a combined loss func-
tion. If any candidate causes at least 7 frames to be misclas-
sified, the algorithm terminates early for that sequence and
returns the corresponding parameters. Otherwise, the fittest
candidates — those that most effectively degrade classifica-
tion and attention — are selected to generate the next pop-
ulation through crossover and mutation. This evolutionary
process continues for a fixed number of generations or until
early stopping is triggered.

4. Experiment

Loss Computation. During optimization, each frame I}

is passed through the CNN classifier and the DINO atten-
tion extractor. Classifier predictions (¢, g}t(y)) and atten-
tion maps A/ are compared against clean references A
(cached). The per-sequence total loss is computed as de-
scribed in Sec. 3.4, combining classification and attention
terms to guide the genetic search.

Evaluation and Results. Sequence-Level Attack Suc-
cess Rate (SL-ASR) is defined as the percentage of test se-
quences where the following condition is satisfied: at least
7 out of T' frames in the adversarial sequence are misclas-

sified. Formally, for a given sequence S’ = {I1,...,I}}:
T
Z]I [arg max fonn(I}) # y] > 7. (13)
t=1

which ensures that a large portion of the sequence is af-



Algorithm 1: Genetic Algorithm for Sequence-
Level Adversarial Shadow Attack
Input: Sequence S = {I1, I, ..
Y,
Meta attention map A, from DINO,
Cached clean attention maps { ASa} 7
Population size P, number of generations G,
threshold 7, shadow shape
€ {polygon,triangle}
Output: Optimized shadow parameters 6* and
adversarial sequence {I;}7_,
1 Initialize population {#("), ... (")} with random
control points and opacity
2 for g =1to G do
3 foreach candidate 0%) in population do
Generate scaled shadow masks {Mt(k)}tT:1
via temporal scaling
Apply shadow transformation:
L% 71, M®, a®)
Run classifier: obtain fenn (It/(k)) and
confidence scores
Extract DINO attention maps {Agk) M

Compute per-frame classification and
attention losses:

., I} with label

4

1

*® _ 1
£ T

(1 - fCNN(It/(k))y>

T . 2
Z HAIE ) Aglean .
t=1

Total loss: £*) = Egz) - £§§3

Count misclassifications:

m®) S Targmax fen (1) # 4]
if m(*) > 7 then

L return (%) and adversarial sequence

(Y,
Select top-P/2 candidates with lowest £(*)
Apply crossover and mutation to generate P/2
offspring
Form next generation by combining parents and
offspring to size P

1
o1
attn T

10

11
12

// Early stopping

13
14

15

16 return 0* = arg miny, £*) and corresponding
shadowed sequence

fected, making the shadow attack more impactful and per-
sistent.

We evaluate our attack on the 15% held-out test set
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Table 1. SL-ASR at varying thresholds 7 for A = 0 and A = 0.5,
using triangle and polygon shadows.

H SL‘ASRTriangle ‘ SL‘ASRPo]ygon

T A=0 A=05 A | A=0 A=05 A

29 || 404% 52.3% +119% | 455%  56.9%  +11.4%
27 || 50.6% 64.2% +13.6% | 55.1% 68.3%  +13.2%
17 || 65.7% 842% +18.5% | 704% 87.5% +17.1%

of GTSRB sequences, where the clean classification accu-
racy of the GTSRB-CNN model reaches 97.3%. As shown
in Table 1, when applying our full shadow-based attack
with joint optimization of classification and attention loss
(A = 0.5), we observe an SL-ASR of 84.2% for a mis-
classification threshold of 7 = 17, 64.2% for 7 = 27, and
52.3% for the stricter threshold 7 = 29 using triangle shad-
ows. To isolate the role of attention guidance, we ablate
the attention loss by setting A = 0, thereby optimizing only
for misclassification. Under this setting, SL-ASR drops to
65.7% (1 = 17), 50.6% (T = 27), and 40.4% (1 = 29),
indicating that DINO-based attention supervision signifi-
cantly enhances attack effectiveness by making perturba-
tions more persistent and robust across the sequence. A sim-
ilar trend is observed with polygon shadows, which achieve
even higher SL-ASR values at each threshold. Specifically,
as A increases from 0 to 0.5, SL-ASR improves from 70.4%
to 87.5% (r = 17), from 55.1% to 68.3% (7 = 27), and
from 45.5% to 56.9% (1 = 29), respectively. These results
confirm that incorporating attention loss not only amplifies
misclassification but also promotes spatially consistent and
stealthy perturbations throughout the sequence.

Figure 3 illustrates the impact of different shadow shapes
— polygonal and triangular — on DINO attention maps.
In each pair, the left image shows the adversarial shadow
overlay, and the right shows the corresponding attention re-
sponse. Brighter regions in the attention maps indicate areas
of high model focus. Notably, the shadows are strategically
positioned over these high-attention regions to suppress ac-
tivation, thereby reducing the model’s confidence in key se-
mantic areas.

To better understand the qualitative and quantitative im-
pact of DINO attention supervision, Figure 4 compares ad-
versarial shadows generated with (A = 0.5) and without
(A = 0) attention loss guidance, applied to the same 50
km/h speed limit sequence. In the top row, where DINO
supervision is active, the generated shadows are smaller
and more targeted, preserving most of the digit ”5” while
subtly distorting key regions, leading to misclassification
with minimal visual disturbance. In contrast, the bottom
row shows shadows optimized solely for misclassification,
where the shadow is larger and indiscriminately darkens
nearly half of the sign, including the full digit 5.



To quantify the visual subtlety of these perturbations, we
compute the L2 distance between each adversarial image
and its clean counterpart. Sequences generated with atten-
tion guidance (A = 0.5) exhibit significantly lower L2 dis-
tances (mean = 0.165) compared to those without (A = 0).
This confirms that attention-aware optimization not only en-
hances attack consistency but also produces more localized
and stealthy perturbations, supporting the notion that dis-
rupting internal model focus can improve the efficiency and
plausibility of physical-world adversarial attacks.

5. Conclusion

In this work, we proposed a novel framework for generat-
ing temporally coherent adversarial shadows targeting traf-
fic sign recognition models. Unlike prior single-frame at-
tacks, our approach operates over entire image sequences,
simulating real-world scenarios where a sign is viewed from
varying distances. By keeping the shadow spatially consis-
tent in shape and opacity while allowing its scale to evolve
across time, we create visually plausible perturbations that
persist across frames. We use a non-differentiable genetic
algorithm to search over shadow configurations, guided by
a multi-objective loss that combines misclassification confi-
dence with attention deviation based on DINO ViT attention
maps. This dual-objective formulation not only degrades
classification performance but also disrupts the model’s in-
ternal reasoning, enhancing interpretability and impact. Ex-
periments on the GTSRB benchmark demonstrate that in-
corporating attention supervision significantly boosts attack
performance. Under strict success criteria — requiring mis-
classification in at least 7 out of 7" frames — the proposed
method achieves up to 87.5% SL-ASR. Across all thresh-
olds, SL-ASR improves from a range of 40.4%-70.4%
(without attention) to 52.3%-87.5% (with attention), con-
firming the effectiveness of attention-guided shadow opti-
mization for both triangle and polygon masks.

References

[1] Mohammed Aldeen, Pedram MohajerAnsari, Jin Ma,
Mashrur Chowdhury, Long Cheng, and Mert D Pesé. Wip:
A first look at employing large multimodal models against
autonomous vehicle attacks. In ISOC Symposium on Vehicle
Security and Privacy (VehicleSec '24), 2024. 4

Mohammed Aldeen, Pedram MohajerAnsari, Jin Ma,
Mashrur Chowdhury, Long Cheng, and Mert D. Pesé. An
initial exploration of employing large multimodal models
in defending against autonomous vehicles attacks. In 2024
IEEFE Intelligent Vehicles Symposium (IV), pages 3334-3341,
2024. 4

Moustafa Alzantot, Yash Sharma, Supriyo Chakraborty, and
Mani Srivastava. Genattack: Practical black-box attacks with
gradient-free optimization. In GECCO, 2019. 3

[4] Arjun Nitin Bhagoji, Warren He, Bo Li, and Dawn Song.

(2]

(3]

3598

(5]

(6]

(7]

(8]

(9]

(10]

(11]

[12]

(13]

[14]

[15]

[16]

(17]

Practical black-box attacks on deep neural networks using
efficient query mechanisms. In ECCV, 2018. 3

Tom B. Brown, Dandelion Mané, Aurko Roy, Martin Abadi,
and Justin Gilmer. Adversarial patch, 2017. 31st Con-
ference on Neural Information Processing Systems (NIPS
2017), Long Beach, CA, USA. 1

Mathilde Caron, Hugo Touvron, Ishan Misra, Hervé Jégou,
Julien Mairal, Piotr Bojanowski, and Armand Joulin. Emerg-
ing properties in self-supervised vision transformers, 2021. 2
Pin-Yu Chen, Yash Sharma, Huan Zhang, Jinfeng Yi, and
Cho-Jui Hsieh. Zoo: Zeroth order optimization based black-
box attacks to deep neural networks without training substi-
tute models. In CCS, 2017. 3

Zhe Chen and Zijing Chen. Rbnet: A deep neural net-
work for unified road and road boundary detection. In
Neural Information Processing: 24th International Confer-
ence, ICONIP 2017, Guangzhou, China, November 14-18,
2017, Proceedings, Part I, page 677-687, Berlin, Heidel-
berg, 2017. Springer-Verlag. 1

Noah T. Curran, Minkyoung Cho, Ryan Feng, Liangkai Liu,
Brian Jay Tang, Pedram MohajerAnsari, Alkim Domeke,
Mert D. Pesé, and Kang G. Shin. Achieving the safety and
security of the end-to-end av pipeline. In Proceedings of the
2024 Cyber Security in CarS Workshop, page 13-24, New
York, NY, USA, 2024. Association for Computing Machin-
ery. 2

Yinpeng Dong, Huanqgian Yan, Xingxing Wei, Hang Su, and
Jun Zhu. Adversarial examples in modern deep learning: A
systematic evaluation of threats and defenses, 2023. IEEE
Transactions on Pattern Analysis and Machine Intelligence,
45(8), 9257-9271. 1

Kevin Eykholt, Ivan Evtimov, Earlence Fernandes, Bo Li,
Amir Rahmati, Chaowei Xiao, Atul Prakash, Tadayoshi
Kohno, and Dawn Song. Robust physical-world attacks on
deep learning visual classification, 2018. IEEE/CVF Confer-
ence on Computer Vision and Pattern Recognition (CVPR),
2018, pp. 1625-1634. 1,2

David Fernandez, Pedram MohajerAnsari, Amir Salarpour,
and Mert D Pesé. Avoiding the crash: A vision language
model evaluation in critical traffic scenarios. Technical re-
port, SAE Technical Paper, 2025. 4

Ruth Fong and Andrea Vedaldi. Understanding deep net-
works via extremal perturbations and smooth masks. In
ICCV, 2019. 3

Jindong Gu, Volker Tresp, and Yao Qin. Are vision trans-
formers robust to patch perturbations? arXiv preprint
arXiv:2111.10659, 2021. 2

Chuan Guo, Mayank Rana, Moustapha Cisse, and Laurens
Van Der Maaten. Countering adversarial images using input
transformations. arXiv preprint arXiv:1711.00117,2017. 4

John H Holland. Genetic algorithms. Scientific american,
267(1):66-73, 1992. 2

Sebastian Houben, Johannes Stallkamp, Jan Salmen, Marc
Schlipsing, and Christian Igel. Detection of traffic signs
in real-world images: The German Traffic Sign Detection
Benchmark. In International Joint Conference on Neural
Networks, number 1288, 2013. 2



(18]

[19]

[20]

[21]

(22]

(23]

[24]

[25]

[26]

(27]

(28]

(29]

(30]

(31]

Teng-Fang Hsiao, Bo-Lun Huang, Zi-Xiang Ni, Yan-Ting
Lin, Hong-Han Shuai, Yung-Hui Li, and Wen-Huang Cheng.
Natural light can also be dangerous: Traffic sign misinter-
pretation under adversarial natural light attacks. In 2024
IEEE/CVF Winter Conference on Applications of Computer
Vision (WACV), pages 3903-3912, 2024. 2, 3

Xiaowei Huang, Marta Kwiatkowska, Sen Wang, and Min
Wau. Safety verification of deep neural networks, 2017. 1
Andrew Ilyas, Logan Engstrom, Anish Athalye, and Jessy
Lin. Black-box adversarial attacks with limited queries and
information. In /ICML, 2018. 3

Andrew Ilyas, Shibani Santurkar, Dimitris Tsipras, Logan
Engstrom, Brandon Tran, and Aleksander Madry. Prior con-
victions: Black-box adversarial attacks with bandits and pri-
ors. In ICLR, 2019. 3

Michael Kiihr, Mohammad Hamad, Pedram MohajerAnsari,
Mert D. Pesé, and Sebastian Steinhorst. Sok: Security of the
image processing pipeline in autonomous vehicles, 2024. 2
Yufeng Li, Fengyu Yang, Qi Liu, Jiangtao Li, and Chen-
hong Cao. Light can be dangerous: Stealthy and effective
physical-world adversarial attack by spot light. Computers
& Security, 132:103345, 2023. 2

Jianbo Lin, Yulong Song, Zhe He, Zheng Wang, Yao Fei,
Shu-Tao Wang, and Zhenyu Xu. Nattack: Learning the dis-
tributions of adversarial examples for an improved black-box
attack. In /CLR, 2019. 3

Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt,
Dimitris Tsipras, and Adrian Vladu. Towards deep learn-
ing models resistant to adversarial attacks. arXiv preprint
arXiv:1706.06083, 2017. 3

Shervin Minaee, Yuri Boykov, Fatih Porikli, Antonio Plaza,
Nasser Kehtarnavaz, and Demetri Terzopoulos. Image seg-
mentation using deep learning: A survey, 2022. IEEE Trans-
actions on Pattern Analysis and Machine Intelligence, 44(7),
3523-3542. 1

Pedram MohajerAnsari, Alkim Domeke, Jan de Voor, Arka-
jyoti Mitra, Grace Johnson, Amir Salarpour, Habeeb Olu-
fowobi, Mohammad Hamad, and Mert D Pesé. Discovering
new shadow patterns for black-box attacks on lane detection
of autonomous vehicles. arXiv preprint arXiv:2409.18248,
2024. 2

Marzieh Mohammadi and Amir Salarpour. Point-gn: A non-
parametric network using gaussian positional encoding for
point cloud classification. In 2025 IEEE/CVF Winter Con-
ference on Applications of Computer Vision (WACV), pages
3487-3496. 1IEEE, 2025. 1

Marzieh Mohammadi, Amir Salarpour, and Pedram Moha-
jerAnsari. Point-In: A lightweight framework for efficient
point cloud classification using non-parametric positional
encoding, 2025. 4

Nicolas Papernot, Patrick McDaniel, Xi Wu, Somesh Jha,
and Ananthram Swami. Distillation as a defense to adver-
sarial perturbations against deep neural networks. In 2016
IEEE symposium on security and privacy (SP), pages 582—
597.IEEE, 2016. 3

Scott D. Pendleton, H. Andersen, X. Du, X. Shen, Malika
Meghjani, Y. Eng, Daniela Rus, and Marcelo H. Ang Jr. Au-

3599

(32]

(33]

[34]

(35]

(36]

(37]

(38]

(39]

(40]

[41]

(42]

[43]

[44]

tonomous driving: The future of automobiles. IEEE Trans-
actions on Intelligent Vehicles. 1

SM Moein Peyghambarzadeh, Fatemeh Azizmalayeri, Has-
san Khotanlou, and Amir Salarpour. Point-planenet: Plane
kernel based convolutional neural network for point clouds
analysis. Digital Signal Processing, 98:102633, 2020. 2
Peng Qin, Huachun Tan, Hefeng Li, and Xianglin Wen. Deep
reinforcement learning car-following model considering lon-
gitudinal and lateral control. Sustainability, 14(24):16705,
2022. 1

Gabriélle Ras, Ning Xie, Marcel van Gerven, and Derek Do-
ran. Explainable deep learning: A field guide for the unini-
tiated. Journal of Artificial Intelligence Research, 73:329—
396, 2022. 3

Ratheesh Ravindran, Michael J. Santora, and Mohsin M. Ja-
mali. Multi-object detection and tracking, based on dnn, for
autonomous vehicles: A review. IEEE Sensors Journal, 21
(5):5668-5677, 2021. 1

Amir Salarpour, Hassan Khotanlou, and Nikolaos Mavridis.
Long-term estimation of human spatial interactions through
multiple laser ranging sensors. In 2014 International Confer-
ence on Robotics and Emerging Allied Technologies in Engi-
neering (iCREATE), pages 109-114. IEEE, 2014. 1

Wilko Schwarting, Javier Alonso-Mora, and Daniela Rus.
Planning and decision-making for autonomous vehicles,
2018. Annual Review of Control, Robotics, and Au-
tonomous Systems, 1(1), 187-210. 1

Guogqing Tao, Shiyu Chang, Mo Yu, Xiaoxuan Zhang, and
Bimal Viswanath. Attacks meet interpretability: Attribute-

steered detection of adversarial samples. In NeurIPS, 2018.
2

Donghua Wang, Haoyu Zhang, Jiadong Zhang, Yiming Ma,
Zhenyu Xie, Yang Liu, Yi Yang, and Zhifeng Liu. Rfla:
A stealthy reflected light adversarial attack in the physical
world. In Proceedings of the IEEE/CVF Conference on Com-
puter Vision and Pattern Recognition (CVPR), pages 16265—
16274, 2021. 2

Donghua Wang, Wen Yao, Tingsong Jiang, Chao Li, and Xi-
aogian Chen. Rfla: A stealthy reflected light adversarial at-
tack in the physical world, 2023. 1

Eric Wong and Zico Kolter. Provable defenses against adver-
sarial examples via the convex outer adversarial polytope. In
International conference on machine learning, pages 5286—
5295. PMLR, 2018. 3

Han Xu, Yao Ma, Haochen Liu, Debayan Deb, Hui Liu, Jil-
iang Tang, and Anil K. Jain. Adversarial attacks and defenses
in images, graphs and text: A review, 2023. International
Journal of Automation and Computing, 17, 151-178. 1

Yiqi Zhong, Xianming Liu, Deming Zhai, Junjun Jiang, and
Xiangyang Ji. Shadows can be dangerous: Stealthy and
effective physical-world adversarial attack by natural phe-
nomenon, 2022. 1,2

Chenchen Zhu, Fanyi Wang, and Huijuan Xu. Deep learning
for object detection: A comprehensive review, 2023. IEEE
Transactions on Pattern Analysis and Machine Intelligence,
45(3), 1322-1351. 1



